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ITocmanoeérxa npobremu

VY cydyacHOMYy cCBiTi iH(poOpMaNis € HAHOUIBII HIHHUM TTOOAJIEHUM PECypcoM po3-
BUTKY, @ HasBHICTb, €(EKTUBHICTh Ta IHTEHCHBHICTh BUKOPHCTaHHA iH(pOpPMAIiTHUX
pecypciB BU3HAYAIOTh BHYTPIIIHIIf €KOHOMIYHUI MOTeHIIaN KpaiHu. Y cyyacHUX yMo-
Bax NI00ANBbHOTO €KOHOMIYHOTO Ta CYCHIJIBHOTO PO3BUTKY iH(OpPMaIliiiHi TeXHOJOT1]
Ta KOMYHIKaI[iifHi CHCTEMH CTaJli OCHOBHHMH KIIFOUOBUMH PECypcaMu KpaiHH Ta Of-
HI€I0 3 OCHOBHUX YMOB i1 KOHKYPEHTOCIIPOMOXHOCTI i po3BUTKY. Bianosinxo iHpop-
MarliiiHa Oe3rneka Ta (opMyBaHHA CHCTEeMH 3a0e3neueHHs iHpopMalliiiHoi Oe3neKu K
MIPOBITHOI CKJIaI0BOI €KOHOMIYHOI O€3MeKH € OJHHUM i3 TOJOBHUX (haKTopiB 3abe3rme-
YEeHHS HalllOHAJIBbHOI Oe3MeKH JAep)KaBU Y CKJIQAHUX JUHAMIYHUX YMOBaX Cy4acHOCTI.

OcHoBHUM (akTOpoM eeKTUBHOCTI iHpOpMaIliiiHOi chepr € BUCOKHI piBeHb ii
Oe3neky, 10 B iICHYIOUHX YMOBaX IMOCHJIEHHS [ii 30BHILIHIX Ta BHYTPIIIHIX 3arpos,
aKTHBi3auii 3704MHIB B iH(pOpMamiiiHOMy nomi i iHpopmariiiHol nectabimizanii pos-
BUTOK KpaiHu Ta (pyHKIIOHYBaHHSA OKPEMHX ii IHCTUTYLIH 1 CTPYKTyp HabyBae meprio-
YeproBOro Ta KJIFOYOBOTO 3HAUYEHHS.

AHnani3 ocmanHix docnidiensb ma nyobaikayi

[TuTanHs MepenyMoOB Ta YUHHHUKIB (POPMYBAHHS CUCTEMH 3a0e3neueHHs iHpopMa-
HidHO1 6e31meKku B YKpaiHi, mpobieMaTtuky (hopMyBaHHS Ta 3a0e3neueHHs iH(pOopMaIlii-
HOT Oe3IeKy SK MPOBIAHOT CKJIAJOBOT €KOHOMIYHOI O€3MeKH AepKaBH JOCIIIHKYBAIN
y CBOIX MparsiX BITYN3HSHI Ta 3apyOixHi HaykoBli: basmirok f. b [13], Bepnau A. 1.
[1], biusnrok 1. M. [2], Boapyk O. C. [13], Bapnauiii 3. C. [6,7], Burosceka O. C. [3],
Bennkorcbkuit /1. 0. [13] Bnacrok O. C. [4,13], I'epacumenxko JI. B. [8], [opbaTiok
0. M. [5], Tonuaposa B. O. [8], ['eerts B. M. [12], X)KmanoB 1. O. [9], XKenixoBckwuii B. M.
[11], 3axapog O. L. [10], Kuzum M. O. [12], Knebanosa T. C. [12], Jlinkaun B. A. [11],
Makcumenko 0. €. [11], @enopuyk O. B. [14], @panuyk B. 1. [8], YUepnsk O. 1. [12]
Ta 1HIII.

He supiuwena paniute wacmuHna 3azanbHol npobremu

AHalliz HayKOBHX JIOCIIPKEHb Ta IyONiKalliii OKPEeCIUB iCHYIOYi KOHLIENTYaJIbHI
Ta METONYHI 3acajay 3abe3nedeHns iHpopMaliifHoi Oe3rnexkn Aep’kaBy i BOAHOYAC BU-
SIBMB BIJICYTHICTh y IIbOMY IIUTaHHI €MHOTO ONPAIbOBAHOTO CHIIEHOTO OaueHHs, 110
MOTJIO 61 CTaTH OCHOBOIO (JOPMYBaHHS CUCTEMH iH(OpMamiiHOi Oe3MeKyn IepKaBy Ta
KOMITJICKCHOTO ITiTXOTy IO ii 3a0e3meueHHs.

Memoro cmammi € noCniHKEHHS TUTaHHA KOHLENTYaIbHHUX 3acaa (hopMyBaH-
HS CHCTEMH 3a0e3neueHHs iH(popMariitHoi Oe3neku nepKaBu, MexaHi3My 1 3aco0iB,
IHCTpyMeHTIB 3abe3neueHHs iHbopMalliiiHoi Oe3mekn Ta OCOOMMBOCTEH peamizarii
iH(hOpMAITITHOT MONMITHKH, CHPSAMOBAHOI Ha 3a0e3meueHHs iHpOpMamiifHOT Oe3meKu
JCPIKaBH.

Buxnad ocnoenozo mamepiany

[Muranns 3abe3neveHHs iH(opMmamiiHOi Oe3NeKH B Cy9acHOMY CBITI € OTHHUM i3
MPIOPUTETHUX 3aBJaHb IMOJITHKH HAI[iOHANBHOI O€3MeKH, OCKIIbKH 3HAYUMICTH IS
CBITOBOTO €KOHOMIYHOTO Ta CYCIIBHOTO PO3BUTKY iH(poOpMamiiHO-KOMyHIKaIliifHUX
MIPOIIECiB € BaroMoIo Ta BM3Ha4HOI. KoHIenTyanbHi 3acaan GopMyBaHHS iHpOpMa-
LiHOT Oe3IeKH AK CKIIJI0BOi EKOHOMIYHOT O€3IeKH AepiKaBH, 3aCTOCYBaHHS KOMILIEK-
CHOT0, CHCTEMHOTO ITiJIXO/IiB TIOCTYIOBO MOTTHOIOBAIIUCS Ta 3pPOCTANHN Y MPAIiX TIIe-
SITA TIPOBITHUX BITYM3HIHUX yueHUX. Tak, B. A. JlimkaH mig cucteMoro 3a0e3MeueHHS
iHpOpMaIiitHOT Oe3rekn MPOIIOHYBaB PO3yMITH CUCTEMY iH(poOpMaliHHO-aHATI THYHHX,
TEOPETUKO-METOIONIOTIYHUX, CIIEI[iaTbHIX TEXHIYHNX Ta aMiHICTPaTHBHO-TIPABOBHX,
OpraHi3aIlifHO-YIIPaBIiHCHKUAX 3aXOJiB, Jdisl AKHX CIIPIMOBAaHA Ha 3a0C3IEUCHHS CTa-
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JIOTO PO3BUTKY 00’€KTiB iH(opMawiiiHOi Ge3neku Ta HasBHY iH(pacTpyKTypy il 3a-
oesneuenns [11]. Taki nocmigauky, sk O. C. Bnaciok, S. b. basuiok, O. C. bonpyk,
. 1O. BeHI1KoBChKHH BKa3yrOTh Ha 3pOCTAaHHS 3HA4YYIIOCTi Ta Baru iHopMariiiHoi
CKJIaJI0BOi y Cy4aCHOMY PO3BHUTKY CYCIUIBCTBA, a TAKOXK aKLEHTYIOTh yBary Ha IICHXO-
JIOTIYHHUX Ta TEXHIYHUX 3aC00ax BIUIMBY Ha CYCIHIJIbCTBO, 10 AKTUBHO 3aCTOCOBYIOTh-
cs 1 moTpeOyIOTh CTBOPEHHsI MEXaHi3MiB €(DeKTHBHOIO 3aXMCTy Bif iH(pOpMaIiiiHo-
IICUXOJIOTIYHOTO BIIJIMBY Ta MEPEeXOAy Ha NMPOTHOCTHYHY BHUIIEPEKYBAJIbHY MOAEID
3abe3nedyeHHs iH(opmaniiHoi 6e3neku [4, 13].

Meroro 3abe3nedeHHs iH(popmaniiHOi 6e3nekn B YKpaiHi € CTBOPEHHS po3raiy-
YKEHOTO Ta 3aXHUILEHOro iHPOPMAIiIfHOTO MPOCTOPY, 3aXUCT HallIOHAJIBLHUX 1HTEPECIB
VYkpainu B ymMoBax (popMyBaHHsI CBITOBHX iH(GOPMAIIITHUX MEpeK, 3aXUCT EKOHOMIU-
HOTO MOTEHIIaTy IepKaBy BiJl HE3aKOHHOTO BUKOPUCTAHHS iH(OpPMAIiiTHUX pecypciB,
peaizarist mpaB TpoOMajsiH, YCTAaHOB Ta JIepXaBU Ha OTPUMAaHHS, MOIIUPEHHS Ta BU-
xopucTanHs iHpopmanii [6]. Cran iHpopMariiiHoro npocropy YKpaiHu XapakTepu-
3y€ThCSl HASIBHICTIO MIPOTHUPIUYS MiXK MOTpebaMHy CyCIIbCTBA B MOLUIMPEHHI BIIBHOTO
0o0OMiny iH(pOpMaIIi€ro i He0OXiTHICTIO OKPEMHIX 0OMEXEHb Ha ii OIMPEHHS, 13 METOIO
ii 3aXUCTy 1 30epe’KeHHs] KOMEpLIHHOI TaEMHMIII Cy0’€KTiB rOCIOAapIOBaHHA Ta TPoO-
mazsH [3]. 3a mocmimxkennam 1. XKnanosa, crierudika nmpobiem 3abe3nedeHns iHpop-
MalliifHoi Ge3meKku Ta 3aXHUCTy iH(pOpMaliiHUX pecypciB B YKpaiHi MOJATaE y TOMY,
110 00’€KTHUBHO JOCTATHIM piBEHb 3aXMIIEHOCTI iH(poOpMaIliiiHOT iHppacTpyKTypu Ta
iHpopMaIiiiHIX pecypciB MoXe OyTH JOCATHYTHH TUIBKH B Pe3yJbTaTi YiTKOTO BU3HA-
4yeHHs 00’ €KTiB iHpopMaIlliiiHoi Oe3neKu fepxaBy Ta 3a0e3reueHHs HaaiiHOTo QyHK-
LIOHYBAaHHS JEPKaBHUX Ta CYCIUIBHMX IHCTHTYTIB 3 METOIO pealizallii MpaKTHIHUX
3axo/iB i3 3a0e3neueHHs iHpopmariitnoi 6e3nexu [9].

OcHoBHMMHK (yHKLIAMU Jep:kaBU B 3abe3nedeHHi iHQopmariiHoi ckmazoBoi
€KOHOMIUHOi 0e3MeKH € NMPHHHATTA Ta BIPOBAIKCHHSA AEPIKAaBHUX 3aKOHOAABUMX
HOPMAaTHBHO-IIPABOBUX aKTiB, IO CTBOPIOIOTH HOPMATHBHO-IIPABOBE IOJe 3abe3-
neueHHs iH(opMauiiiHOi Ge3nexu AepkaBu; GOpPMyBaHHS Hii, COPSIMOBAaHUX Ha 3a-
Oe3nedeHHs iHpopMaLiHHUMK pecypcaMy; PeryiioBaHHs MpoleciB GOpMyBaHHS 1H-
(opmarLiitHuX pecypciB; po3poOIeHHS Ta BIPOBAHKEHHS 3acajl Jep kaBHOI iH(popMma-
LiHOI MOJITHKK Ta PEryIIOBaHHA INpoleciB 3abe3nedeHHs iH(opMmaniiHoi Oe3nexu
Jep KaBHU; AeprkaBHA peecTpallis iHpopMaliiHuX pecypciB; CTBOPEHHS YMOB I Oe3-
[IEYHOT0 Ta €(EeKTUBHOTO BUKOPUCTAHHS iHGOPMAIiIIHUX pecypciB; CTBOPEHHS YMOB
JUI1 HOPMaTHUBHO-TIPaBOBOTO, MarepiajJbHO-TEXHIYHOTO, BUPOOHNYO-TEXHOJIOTTYHOTO
3abe3mnedyeHHs] Oe3MeKHu Ta PO3BUTKY iH(pOpMAIiHUX MpoleciB B YKpaiHi; 3abe3me-
YEeHHS YMOB, HEOOXiIHUX TSI CTBOPEHHS Ta IPOCYBaHH iHGOPMAIiITHUX TEXHOJIOTIH,
iHpopMariitHoi iHppacTpyKTypH Ta e(peKTHUBHOTO BUKOPHUCTAHHS iH(GOpMAIiiiHUIX pe-
CYpCiB; BIIPOBaKEHHS IEPKABHUX IIPOrpaM CTBOPEHHsI Ta pO3BUTKY iH(pOpMAIliiiHOTO
CYCIHiJIbCTBA Ta Oe3MeKn Horo pyHKIIOHYBaHHS; CTBOPEHHS MEXaHI3MiB 3a0e3eueHHS
6e3nekn iHQopManifHIX pecypciB; AepKaBHE PETyNoBaHHS y cdepi iHpopmariiiiHo-
IO CHiBpOOITHUITBA y BUKOPHUCTaHI iHPOPMAIIHHUX pecypciB y MeXax AepiKaBH Ta
Ha MDKHapoiHOMY iH(opMaliiiHoMy mpocTopi; (popMyBaHHS Ta BIIPOBAaKEHHS IH-
(opmartiitHoi Ta iHpopManifHO-KOMYHIKalliiHOI MONITHKY AepKaBH, iHPOpMAIiiiHO-
aHaniTHYHEe 3a0e3nedyeHHs y cepi ynpasiinHs iHGOpManiHHUMU pecypcaMu; Kaapo-
Be 3a0e3meueHHs y cdepi yrnpasiIiHHA iHPOpMAIiHUMH pecypcami.

@dopMyBaHHs cuCTeMH 3abe3nedeHHs! iH(OopMalliiiHOT O6e3nekn AepkaBu IPYHTY-
€TbCS Ha po3po0IIi MexaHi3My 3a0e3MedeHHs iH(OopMalliitHOT Oe3MeKH Ta KOMILIEKCHO-
My MO€THAHHI 1 peanizamii HaiOIIbII e(pEeKTUBHIX METOIB, 3aX0/iB Ta 3aco0iB ii 3a-
6e3nedeHHs. BaroMoro 3HaueHHS Ma€ BU3HAYCHHS HAWOUIBII Ba)KIIMBUX HAMPAMIB 3a-
Oe3neueHHs iHdopMariitHoi Oe3nekn. Buxonsun 3 BuIle 3a3HAYEHOTO, 3a0€3MeUCHHS
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iHpopMariitHO1 Oe3neku € 6e3nepepBHUM IPOLIECOM, 110 MOTpedye HeoOXiMHOTO Mia-
HyBaHH:, ()OPMyBaHHS MEXaHi3MiB HOro BIPOBA)KEHHA Ta 3aCTOCYBAaHHS IIHPOKOTO
KoJa 3ac00iB, CIIPSMOBAaHUX Ha €(EKTHBHE BUKOPUCTAHHS JAaHOTO IPOLECY 1 BIPOBa-
JDKEHHS MEXaHi3My MOHITOPHHTY Ta KOHTPOJIIO 32 €(peKTUBHICTIO Horo peanizariii.

[leproueproBum 3aBraHHSIM y 3a0e3MedeHH] iHpopMarliiiHoi Oe3neku AepikaBu €
(opMyBaHHS Ta BIPOBAXKEHHS LILTICHOI CHCTEMH €KOHOMIYHOT OE3MIEKH Ta MEXaHI3MYy
i1 3a0e3meueHHs Ha 3acaJaXx CHUCTEMHOCTI, €IHOCTI, CIIPSIMOBAHOCTi, KOMILUIEKCHOCTI,
6e3nepepBHOCTI. Y 3B’ 43Ky 31 3MiHaMH, KOH IOHKTYPOIO 30BHIIIHBOTO Ta BHYTPILIHHOTO
CepeoBHIIa KpaiHy, MOSBOI0 HOBUX BUKJIHMKIB Ta 3arpo3 TakWil MeXaHi3M Mae Oe3re-
PEPBHO KOHTPOJIOBATHUCS, BUIO3MIHIOBATHCS T4 OHOBIIIOBATHCS, 00 BIAMIOBIAaTH 3pOC-
TAIOYUM BUMOT'aM 4acy Ta HOBUM 3arpo3aM pO3BUTKOBI iH(OpPMAIIiIfHOTO CyCHiIbCTBA.

3abe3neueHHsa iHpopMariitHOi Oe3meKkn 3MIACHIOETHCS 13 BIPOBAIKEHHSIM €IU-
HO{ ep>kaBHOI MOJITUKM B iHGOpMaIliiiHi cdepi Ta moTpedye po3poOKH 1 TPUHHATTS
HEOOXiIHUX NPaBOBUX 3acaj], CIPSIMOBAaHUX Ha HOPMAaTHBHO-IIPAaBOBE PETYIIIOBAHHS
BiTHOCHH y c(epi iH(popmallii, BU3HAUEHHS CTPYKTYp Ta Cy0 €KTIB, BiAOBIAAIBHUX
3a Oe3MeKy Ta HaJaHHSI HEOOXiIHMX NMOBHOBAKCHb Y PETYNIOBaHHI BITHOCHH Y cepi
iHpopMmarii, opMyBaHHS oprasis 3abe3nedeHHs iHpopMaliiiHoT 6e3nexkn Ta MexaHi3-
MiB 3a0e3nedeHHs iH(pOpMaLliitHOT Oe3MeKH AepiKaBH.

3axonu 3abe3nedeHHs iH(popMalliiiHOT Oe3neKkn Aep:KaBi MaloTh HOCHTHU IIPEBEH-
TUBHUH TMONEpeAKyBaIbHUI XapakTep Ta CIPsIMOBYBAaTHCS Ha HENOMYILEHHS peai-
3awii MOTEHUIHHUX 3arpo3 eKOHOMIuHill Oe3meri aepkaBu By iHpopMmariiiHii chepi
SIK JUIS JIep>KaBHUX OPTaHiB Ta PO3BUTKY CYCIUIBCTBA, TakK 1 3 METOIO 3a0€3MEUECHHS
iHpopMariitHol OGe3nexku Cy0’€KTiB MiANPUEMHMLBKOI AiSIBHOCTI KpaiHu Ta ii rpo-
MafsgH. I3 mi€l0 METOI0 IONINTPHUM Ta HEOOXITHUM €: BIPOBAIKEHHS MOHITOPHHTY
CTaHy iH(pOpMaIliifHOi cepH 3 MPOBEAECHHIM CUCTEMAaTHYHOTO aHajli3y Ta KOHTPOJIIO
MOUJIMBOCTI TMOSIBH Ta peaiizallii MOTeHIIHHUX 3arpo3; BUSBICHHS JKEPEN IXHBOTO
MIOXO/KEHHS, XapakTepy il Ta 00’€KTiB CHPAMYBaHHSI; po3poOKa Ta BIPOBAHKEHHS
CBO€YACHHUX METO/IB 3 iX IONEPEKEHHS, a y BUIAIKy HACTaHHS — CBOE€YACHOI HeTpa-
Ji3ariii Ta JiKBIaail MOXKINBAX HACIIAKIB IX HeraTuBHOI aii. Mexani3sMm 3a0e3meueHHs
iHpopMariiiHOT Oe3nekn peaizyeTsCs i3 3aCTOCYBaHHSAM METOJIB, IHCTPYMEHTIB Ta
OpTraHi3alliifHO-eKOHOMIYHHUX, NPABOBUX, aJMiHICTPAaTUBHUX, TEXHIKO-TEXHOIOTIYHUX
3aX0/iB 13 3a0e3IeUeHHsT EKOHOMIYHOI OE3IIEKH.

VY mpausx B. 1. @pandyka 3a3Ha4€HO, 10 OCHOBHUMU 3aXOJaMU i3 3a0e3MeueHHS
iHpopMariitHO1 Oe3neKu Aep>KaBH € IOPUANYHI, OPraHi3aliiHO-eKOHOMIUHI Ta TEXHO-
JIOT14YHi 3aX0fH, 10 0a3yIOThCS HA TAKMX 3acajax: CTBOPEHHS HOPMaTHBHO-IIPaBOBOI
6a3u iHpOpMAaIIHHUX BIAHOCHH Y CYCIIIbCTBI, 10 MTOBHOIO MipOIO PETTIAMEHTYE Me-
XaHI3MH BUIBHOTO JOCTYILY 10 CTBOPEHHS, MOLIMPEHHS, JOCTYITy A0 iH(opmarii Oyib-
SIKUM 3aKOHHHMM CIIOCOO0M; 3a0€3IeUeHHS NPaB Ta OXOpOHA 3aKOHHUX IHTEpECiB BIac-
HUKIB Ta PO3NOPSAAHUKIB iHGOPMAIiITHUX pecypciB; epcoHidikalis BiAIOBiAaIbHOC-
Ti 3a 3aCEKpedyBaHHs, 30epeKeHHs, pO3CEKpeUyBaHHs iHPOpMAIlii, 1110 ABIAE 0000
iHpopMarIiiio i3 0OMeXEeHHM IOCTYIIOM, KOMEpIiiHy TaeMHHMIO, Yd iH(OpMaLio 3
0COOMCTHX JIaHMX; JIepXKaBHA MiATPUMKA Ta PO3BUTOK cepH iH(OPMALIIHHUX MOCIYT,
10 HAJalOThCS TPOMAISTHAM Ta OpraHi3allisiM KpaiHM Ha OCHOBI PO3BUTKY CyYacCHHX
KOMII'IOTEPHUX MEpeX, CUCTeM, 0a3 Ta OaHKIB JJaHMUX, JOCTYII 0 SIKUX rapaHTy€eThCs
Ta perIaMEeHTY€ThCA YHHHUM 3aKOHOAABCTBOM KpaiHH [8].

I3 meTor0 3a0e3meuenHs iHhopManiiHOi 6e3MeKy Iep>KaBu HEOOXiTHUM € CHCTEMHE
BIIPOBAKEHHS JepkaBHOI iH(OpMaIliiiHOl MOMITHKH, CTIPSIMOBaHOI Ha 3a0e3MedeHHs
peaizanii CTpaTeriyHUX HaNmpsAMIB PO3BUTKY AEP’KaBH, a came: 3a0e3NeUeHHs 3axuc-
Ty iH(opMmarlii Ta KOHCTUTYLIIHHUX MpaB TPoOMajsIH B iH(opMalliiiHiil chepi; cTBOpEHHS
YMOB JUIsl iHTerpaii KpaiHu O CBITOBOTO iH(OPMaLiHOTO MPOCTOPY; YAOCKOHATIEHHS
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BITYM3HSIHOIO 3aKOHOZABCTBAa B iH(opMmaliiiHi cdepi Ta cdepi 3axucty iHpopMmamii 3
METOIO NPHUBEACHHA BITYN3HIHOIO HOPMaTUBHO-IIPABOBOTO TOJIA B 3a0e31eueHHi iHdop-
MaIiifHoi Oe3MeKy A0 CBITOBHX HOPM Ta CTAaHAAPTIB; 3aXHCT IHTEIEKTyaJIbHOI BJac-
HOCTI Ta MPOXYKTIB IHTENEKTyaJIbHOI BIACHOCTI; (hOpMyBaHHS Ta PO3BUTOK y KpaiHi
iHpOpMaLiHHOIO CYCIIBCTBA Ta IHTENEKTYaJIbHOI EKOHOMIKH; BIIPOBAKEHHS 3aXO/iB
e(eKTUBHOI IPOTH L1 3M0YMHaM B iH(opMaIiiHii cdepi, Kibep3I0IMHHOCTI; CTBOPEHHA
YMOB Ul PO3BHUTKY IIPO30poro Ta e(eKTUBHOro iH(opmaniiHoro Ta iHdopmariiHo-
AHAIIITHYHOTO 3a0€31eUeHHs NISUIPHOCTI ICPKAHNUX, HAYKOBUX, OCBITHIX TOCIOAAPCHKIX
Ta IHIIUX CTPYKTYP, YCTAHOB Ta OpraHi3alliif; po3BUTOK B3aeMoii YKpaiHH 31 CBITOBUM
TOBapUCTBOM B iH(opmariiiiHoMy Mo Ta 3a0e3MedeHHs MPO30POCTi BIANOBITHUX 1H-
(opMariifHuX NOTOKIB; CHCTEMHE BIIPOBA/KEHHS €(PEKTUBHUX Jep>KaBHUX 3ac00iB 00-
POTHOM 3 MPaTCTBOM Ta MOPYIIEHHSM ITPaB IHTEIEKTyalbHOI BlacHOCTi. OcHOBOO (hop-
MyBaHHA Ta BIIPOBAKCHHS JI€PKABHOI NOJNITHKY B iHpopMariiiHiil cdepi € mpuiHATTI
HEOOXiIHUX HOPMAaTHBHO-IPABOBUX aKTIB, 1[0 BU3HAYAIOTh Ta PETYIIOIOTH BIIHOCHHU
B iH(opMaIliiiHiii cdepi Ta CTBOPEHHS MEXaHI3MIB KOHTPOJIO 32 IXHIM JTOTPUMAaHHSIM.

BrnpoBamxeHHS BUBa)XKE€HOI Ta 30aJaHCOBAHOI JepKaBHOI MOJITHKH B iHpOpMa-
LiiHINA cdepi € ocHOBOIO 3abe3neueHHs iH(GopManiiiHOi 6e3nexu nepxasu. Bona Mae
KiJIbKa OCHOBHUX 0a30BHX HAIPSAMIB PO3BUTKY:

- 3aXMCT JiepXkaBHOI Oe3neKu B iHpopMalliiiHii cdepi;

- 3aXUCT KOHCTUTYIIMHHMX IpaB Ta CBOOOI TPOMAISH Ha JOCTYII, BOJOLIHHS Ta
MIOLIMPEHHS 1HpOpMAIlii;

- 3aXMCT HalllOHAJIFHOTO iH(OPMAIiIITHOTO PUHKY Ta BITUN3HIHUX BUPOOHHUKIB iH-
(hopmariiitHOT TPORYKILiT;

- 3aXMCT €KOHOMIYHHX IHTEpECiB JepxaBu y cdepi iHpopmariii.

OcHOBHHMMHU 3arpo3aMu iH(opMariiitHiil 6e3meni 1ep>kaBy €: MOTEHIIIHI Ta HasB-
Hi JTii 3 METOIO MMOBHOI YM YaCTKOBOI NecTabinizamii GyHKIIOHYBaHHS iH(pOpMAaIiitHO1
cdepu KpaiHu; MOTEHIIHI 91 peasizoBaHi Aii, 110 NMPU3BOAATH 10 HEMPABOMIPHOTO
BOJIOZ[IHHS JAaHUMH Ta IXHBOTO HECAHKLIOHOBAHOTO BUKOPHUCTaHHSA YM MOPYIICHHS
niticHocTi iH(opMmaniitHoi cdepu, monudikanii iHGopmanii B iHPopMaliiiHuX cuc-
Temax, Aectabimizamii iHdGopMaliiiHIX MOTOKIB, 3HUIICHHS, ICYBaHHS; HEPEJICBAHTHA
nepegada iHpopmanii B Mepekax Ta rncyBaHHs 0a3, 0aHKIB TaHUX, 10 TPU3BOAUTE 10
3HAUHUX MarepianbHUX (PIHAHCOBHX BTPAT K OKPEMHX CyO’€KTIB IOCIHOAAPIOBAHHS,
rpoMajsH KpaiHu, Tak 1 B IijloMy Aep>kaBu. OCHOBHUMHM 3arpo3amu iHpopMariiitHoi
Oe3neku Jep)kaBu € 3arpo3u, MOB’A3aHi 31 30€peKEeHHIM, PO3TOJIOLICHHAM 1 BUKOPHC-
TaHHSIM iHpopMaIil Ta iHpopMaIiiHUX pecypciB epxKaBH Ta i rpoMajasH:

- HECaHKIII0HOBaHE 03HAHOMJICHHS 3 IH(POPMALIi€I0, IO € KOH(DIACHIIIHOIO Ta SIB-
J151€e CO0010 KOMEPIIifHY TaEMHUIIIO;

- PO3roJouIeHHs KOH}iAeHIIHHOT iHpopMarlii;

- HE3aKOHHE BOJIONIHHS Ta BUKOPUCTAHHA KOH(imeHIiHOI iHpopMmalii ocobamu,
110 HE MalOTh TpaBa JOCTYIy A0 HEi;
3MiHa CTPYKTypH iH(popmanii Ta mopyIeHHs ii HiTiCHOCTI;
MOPYIIEHHS PEKUMY JOCTYIy 10 iH(OpMAIlii Ta MOXKIIMBOCTI i1 BUKOPUCTaHHS;
3HUIIEHHS 1H(OpMallii 3 METOIO HAaHECEHHS NPSIMUX MaTepiaJbHUX 30UTKIB;

- TICYBaHHS Mepex Ta iHpOpMaliifHUX CUCTEM, MPOrPaMHHUX Ta TEXHIYHUX 3acO-
6iB 00po0OKH, TIepenaui Ta 30epekeHHs iHpopMmartii;

- HEKOHTPOJIbOBaHE BUKOPUCTAHHS iH(pOpMaiHHUX CHCTEM;

- BIZICYTHICTb HaJIXKHOTO KOHTPOJIO Ta HEOOXIAHUX YMOB JOTpUMaHHS iH(popMma-
iHHOI Oe3meKH.

I3 metoro 3abe3medenns iHpopMariitHoi Oe3reKu Aep>kaBu AOIUIBHUMHU Ta HE00-
X1IHUMH € po3poOKa HACTYITHUX HANPSMIB i 3aXUCTY 3a TAKMMH I'pyIIaMH, SIK OpraHiza-
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LiHO-aAMIHICTPaTUBHUIN 3aXUCT, HOPMATUBHO-TIPOBUH 3aXHCT, Ta IHKEHEPHO-TEXHIY-
Huil 3axucT. Jlo rpynu opraHizaniiiHo-aMiHICTPaTUBHOIO 3aXUCTy BiAHOCSTDH periia-
MEHTALif0 B3aEMOBIAHOCHH MK KOPUCTYyBadaMu Ta cy0’ eKTaMu iHhopManifHOTO 1Mo,
10 3aKPIIUTIOEThCS Ha HOPMAaTUBHO-IIPABOBIM OCHOBI 3 BH3HAUEHHSM BIIACHHKIB Ta
KOpHCTYBauiB 1aHOi iHpOpMaIlii, 3aKpiMJICHHAM IXHIX IIpaB Ha CTBOPEHH:I, BOJIOAIHHS,
BHUKOPHCTaHHS, PO3MOBCIOKEHHSI, 30epeKeHHs Ta 3MiHy iH(popMallii B iHpopmaiiii-
HoMy Tioni. Take 3akpiniieHHs 31IHCHIOEThCS Yepe3 HOPMATHUBHO-IIPABOBI BITHOCHHU
Ta JIOTOBIpHY JisUIbHICTb. IlepmiodeproBoro 3HaueHHs B 3a0e3MeueHHI iHPOpMaIiifHO1
0e3nekn MaroTh OpraHi3auiiHi 3aX0A1 Ta CTBOPEHHS MEXaHi3My 3aXUCTy iH(opmarii.

HactynHoro rpymoto € rpyna HOpMaTUBHO-IIPABOBOT'O 3aXUCTY, 1[0 IPYHTYETHCS Ha
3aKpiIUIeH] B3a€MOBITHOCHH Ta PETYNIOBaHHI MpaB iHPOpMAIiifHOI Ta IHTENEKTyalb-
HOT BJIACHOCTI HA OCHOBI MIXKHAPOJHUX KOHBEHIIIH, MIXKHAPOIHUX AOTOBOPIB, ACKIa-
paiii, 1ep»’aBHUX Ta MIXKBIIOMYMX HOPMAaTHBHO-TIPaBOBUX aKTiB, TOTOBIPHOI Ta HOP-
MaTUBHOI JIiSUTBHOCTI MK Cy0’€KTaMM rOCHOAAPIOBAHHSA B MeXax KpaiHu. s rpynu
IH)KEHEPHO-TEXHIYHOTO 3aXHUCTy XapaKTepHUM € 3aCTOCYBAaHHS KOMIUIEKCY Cy4acHUX
TEXHIYHUX 3aC00iB, III0 BAKOPUCTOBYIOTHCS 3 METOIO HEAOITYIIEHHS HAHECEHHS [ITKOAN
IiSUTBHOCTI 00’ €KTiB Oe3MeKy Ha BCixX 11 piBHAX.

VY cydacHHX yMOBax MiJBHUILEHHA poii iHGOpMaLifHIX TEXHONOTIH B YKpaiHi, Ik
1 CBIiTI, 3pocTa€e HEOOXIJHICTh Y CTBOPEHHI Ta BIPOBAIKEHHI CUCTEMH €(EKTHBHOTO
3axucTy iHpopMariii.

Busnauny ponb y 3abe3nedeHHi iHpopManiitHOi 6e3MeKn JepKaBU Ma€ y3roke-
He (YHKIIOHYBaHHS JAep>KaBHO-NPABOBOTO MeXaHi3My. JlepiaBHO-IIpaBOBHH Mexa-
Hi3M KpaiHu SBJIsi€ cOOOI0 B3a€EMOIIOB’sI3aHy CHCTEMY AEp’KaBHHX OpraHiB YCTaHOB,
10 BU3HAYaIOTh HOPMAaTHUBHO-TIPaBOBE II0JIE Ta PETYIIOIOTH CYCIIbHI, EKOHOMIYHI
Ta (piHAHCOBO-TOCIONAPCHKI BIAHOCHHU MiX cy0’ekTamMu y cdepi 3axucty iHpopma-
1ii Ta 3abe3neueHHs iHdopmaiitHoi 6e3neku. Tak, Ha nymky O. B. @enopyka, min
Jiep KaBHO-TIPAaBOBUM MEXaHi3MOM iH(opmaniiHOi Oe3leKkn po3yMiloTh CUCTEMY il
JIep>KaBHO-TIPABOBUX IHCTUTYTIB, AiAIBbHICTh SKUX CIPSIMOBaHA Ha CTBOPEHHS yMOB
s eekTHBHOI peanizauii iHGopManiitHOi modiTuku nepxasu [14]. Indopmaniiina
MIOJIITHKA JIepKaBy OyIyeThCs Ha 3acafiax CTBOPEHHS 1H()OpMaLifHOTO CYCIIBCTBA Ta
OCBOEHHS €IMHOTO iH(OPMAIIiITHOTO MPOCTOPY 1 CIIpAMOBaHa Ha 3a0e3MeueHHs 1oTped
Kpainu Ta ii rpomazsH B iHpopmariii. OqHuM 13 3aBAaHb iHGOpMaIiiiHOT MO THKHY Jep-
YaBH € 1HTerpamnis iH(pOopMarLiitHOTO OIS KpaiHHU 10 €ANHOTO CBITOBOTO iH(opMariii-
Horo 1oJst. [IpH 11boMy BaXKITMBHM Ta akTyaJIbHUM CTa€ MUTaHHA 3a0e3neueHHs iHpop-
MalliifHoi Oe3MeKH AepKaBH K Ha BHYTPILIHBO AEP>KaBHOMY, TaK 1 MiXKHapOIHOMY piB-
HAX 3 ypaxyBaHHAM HalliOHAJbHHUX IHTEPECIB AepKaBH y MPOIIEC TAKOro 00’ € THAHHS.
OcHOBHMM 3aBJaHHAM 3a0e3redeHHs iH(opMalliiiHOT Oe3MeKH 1epKaBu € CTBOPEHHS
HEOoOXiMHUX YMOB Ui 3a0e3nedeHHs iHQopMaLifHIX OTped CYCHUIBCTBA peai3allis
HeoOXiTHUX MPOAKTUBHUX 3aXOJiB MIOA0 MPOTHIIi MOTEHIIHHUM Ta peaJIbHIUM 3arpo-
3aM Ta HeOe3nekaM B iHpopMarliiHiii cepi, TOB’I3aHUM 13 BHYTPILIHIM (PyHKIIOHY-
BaHHSIM KpaiHH Ta i1 iHTerpariieo y Mi>kHaponHuH iHpopmaniinuii npoctip. basoBumu
HanpsMaMu JepKaBHOI iH(popManiiHOT OMITHKY MOJKHA BU3HAUUTH HACTYIIHI:

- HOPMaTUBHO-TIPAaBOBE PETYJIIOBAHHS Ta MPHUBEIECHHS BITYM3HAHOTO 3aKOHOIAB-
cTBa B iHQOpMaIliiiHiit cdepi 10 MIKHAPOTHUX HOPM Ta CTaHIAPTIB;

- 3a0e3Me4eHHs Aep)KaBHOTO PETYIIOBAaHHA Y cpepi CTBOPEHHS Ta BUKOPUCTaHHSA
iHpOpMaLiiiHIX pecypciB Ta iHGOPMAIIITHUX TEXHONOTIH;

- OXOpOHa NpaB BIACHUKIB Ta KOPUCTYBauiB iHPOPMAIIIIHUX TPOLYKTIB Ta 00’ €KTIB
IHTETIeKTyaIbHOI BIACHOCTI B iHpOpMaIliiiHiii cdepi;

- YAOCKOHAJICHHA CHCTEMHM 3aXMCTy iH(opmarii, 10 CTAHOBUTH AEPKaBHY Ta€M-
HULIIO;
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- 3abe3ne4yeHHs iH(popManiiHOoi 6e3MeKH B TEIEKOMYHIKAIITHUX Mepexax;

- 3abe3nedeHHs iH(opMmaniiHOi 6e3MeKHn B Mepexkax CyIyTHHKOBOTO, CTITEHHKO-
BOTO Ta iHIINX BHUIB 3B’SI3KY;

- 3abe3nedeHHs iHpopManiiHOi Oe3neKku B Tany3i iHpopMaliiiHO-KOMIT FOTEPHUX
TEXHOJIOTIH;

- 3abe3nedeHHs iHpopMalliiiHOT Ge3neku iHpOpMAIiIHIX pecypCiB ITPHU BUKOPHUC-
TaHHI cUCTeMU [HTepHeT;

- 3abe3nedeHHs Oe3MeKu B3aeMOJii BITYM3HAHUX iHGOPMAIIIHUX CHCTEM i3 3a-
pYODKHMMHU aHaJOraMH Ta PO3IIUPEHHs CHIBpOOITHULTBA y cdepi iHpopMariitHuX
TEXHOJIOTIH;

- CTBOPEHHS YMOB, HEOOXiIHHX i (OpMyBaHHSA CHUIBHOTO iH(OpMAIiiiHOTO
MIPOCTOPY Ha MIKHAPOJAHOMY PiBHI;

- 3abe3nedeHHs 3aXUCTy iHQOPMAIIMHUX pecypciB Jep:kaBu, I TpoMaIsH Bi Ki-
0ep3I0UMHHOCTI Ta OpraHi3auis 3aX0/iB Ta MEXaHi3MiB IPOTH/Ii] KiIGEpP3TOUMHHOCTI Ha
JepKaBHOMY DiBHI;

- 3abe3medeHHs 3axucTy iHpOpMAILiiiHUX pecypciB Ta iHpopMariiiHoi 6e3nexu
JepKaBU B yMOBax TiOpHIHOT BifiHU Ta BiHICHKOBOI arpecii.

Bucnoexu

VY pesysbTati MpoBeACHHUX A0CIIKEHb BU3HAYEHO KOHIENITYalbHI 3acau GopMmy-
BaHHS CHCTEMU 3a0e3necucHHs iHpopMaIliiiHol Oe3eKn Jep>KaBH.

JlocmipKkeHHsIM BCTAaHOBJICHO, 1110 ()OPMYBAHHS CUCTEMH 3a0e3MedcHHs iHpopMa-
IiHHOT Oe3MeKu Aep)kaBH Ta po30ya0Ba €PEKTHBHOTO MeXaHi3My ii 3a0€3MeUCeHHS B CY-
YaCHHMX €KOHOMIYHHUX YMOBaxX HE TUTbKU CIIPSAMOBAHI Ha 3aXUCT iH(QOpMAIiitHOI chepu
JIEpKaBH BiJI OTEHINIHIX Ta HAIBHUX HEOE3IMEK Ta 3arpo3, aje i 31aTHi 3a0e3MeUnTh
e(ekTUBHE (PYHKIIOHYBAaHHS Ta PO3BUTOK iHIIMX EKOHOMIYHUX Ta CYCHUIBHHX chep
Kpainu. BuBakeHa, mijiecnpsMoBaHa iHGOpMAaIliiHA TOJTITHKA IEP)KaBU JTa€ MOMKIIH-
BiCTh MOKPAIIUTH CTaH iHGOPMAIIIHOTO MMOJIs KpaiHH Ta MPOIeciB HOro (hopMyBaHHS.
B pesynwrari po30ymoBU CHPHUATIMBOTO iH(GOpPMAIHHOTO Mo Ta (GopMyBaHHS IO-
3UTHBHOTO IMIJIXKY 3pOCTa€ aBTOPUTET KpaiHH Ha MIKHAPOIHOMY MPOCTOPI, 10 CTa€E
MOXTHBUM 3aBJISIKH BIPOBAKEHHIO BUBAXEHOI 1H(GOPMAIiHHOT 30BHILIHLOI T2 BHY-
TPINIHBOT MOJIITHKH Aep>kaBu. BomHovac 1uis peaizallii HallioHaIbHUX 1HTEPECIB Iep-
JKaBU B iH(pOpMaIliiHii cdepi HEOOXITHUM € 3aCTOCYBAaHHS HOBHUX KOHIICNITYyaJIbHUX
MiAXOMIB 10 hopMyBaHHs iHPOPMAIiHHOT, IHBECTHINIHHOT ITOJIITUKH MO0 PETYIIIOBaH-
HA y chepi iHbpopMaIITHIX KOMYHIKAI[ITHIX TEXHOJIOTIH, TPUBEICHHS BITYH3HIHOTO
3aKOHO/IABCTBA Y BIMOBIAHICTh 10 MiXKHAPOJHUX HOPM Ta 3a0e3MeUCHHS TOTPUMAHHS
HOPM IpaBa B iHpopMaIiiiHii cdepi. [IpiopureTHIME HapsIMaMU B 3a0€3CUCHHI 1H-
(dhopmarriitHoi Oe3meku aepxaBu € GOPMYBaHHS CTpATerii Ta BU3HAYCHHS MEPIIOYEp-
TOBHUX 3aBJaHb y Iid cepi, BMOCKOHATICHHS iH(GOPMAIIIHHOT MONITUKH EP>KaBH, Mij-
BUILCHHS IHTEJICKTYAILHOTO, HAYKOBOTO, TEXHIYHOTO, TEXHOJNOTIYHOTO PiBHS IHTENCK-
TyaJbHHUX 1H(GOPMAIIHHAX MPOAYKTIB, 0a3 JaHUX Ta CUCTEM i3 METOIO PiBHOIIPABHOI
iHTerparii KpaiHu B Mb>KHapOIHUN iHQOPMAIIIHHIN PUHOK, peai3allis HalllOHATbHIX
iHTepeciB B iHGoOpMaIiliHii chepi Ta 3a0e3MeUCHHS 3aBIaHb COIiATbHO-CKOHOMITHOT
MIOJIITHKY JIePKaBH, YIOCKOHAJICHHS CUCTEM HaJaHHS iH(OpMAIiTHUX TOCIYT, iH(Op-
MAaIifHIX MEpex Ta KOMYHIKaIlid, MiIBUIICHHS Oe3MeKH MpoIeciB iHGopMaIiitHOro
3a0e3MeveHHs Ta 1HPOpPMaiHHO-aHATITHYHOI 00POOKY JaHWX HA PIiBHI SIK JEp>KaBH,
Tak i cy0’€KTiB TOCMOAAPIOBAHHS Ta TPOMAJISH KpalHU, PO3BUTOK CHUCTEM Ta MOKpa-
ICHHS JOCTYIY JI0 JepKaBHOI iHpopMallii Ta IepKaBHHUX MOCIYT 3 BIPOBAKCHHIM
iH(OopMaIliTHO-KOMYHIKAIIMHAX MEpEeX CEpPBICHUX IICHTPIB, 3a0€3MCUcHHS pPO3BU-
TKy O€3MeYHHX MPOIIECiB NEKTPOHHOT B3a€MOIIT MiXK OpraHaMu JIePXKaBHOI BIaaU Ta
MICLIEBHM CaMOBPSITyBaHHSM Ha MICIIEBOMY Ta PETriOHAILHOMY PIBHAX Ta PO3BHUTOK




Bueni 3anucku YHieepcutety «KPOK». — 2018. — Bunyck 49

MeXaHi3MiB €JIeKTPOHHOIO CaMOBPSIIyBaHH:I, 3a0€3MeUeHH NPOLECiB OE3METHOTO J0-
CTymy A0 iHpopMmarlii y Bcix cdepax (piHaHCOBO-TOCTIONAPCHKOT AiSTBHOCTI AEpiKaBH,
JiepKaBHUX OPTaHiB Ta CTPYKTYP, TOCIIONAPIOI0YHX Cy0’ €KTIB KpaiHH Ta ii IpOMasH.
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MNigBYMLWEHHA KOHKYPEHTOCNPOMOXXHOCTI
HalioHabHOT €KOHOMIKH
Ha iHHOBaLiMHUX 3acajax

Y cmammi nasedeno pesynomamu 0ocniodicerb w000 pieHs KOHKYPEHMOCHPOMONCHOCHE
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