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Anomauin. Y cmammi 00Cniodiceno CymHicmbs ma OCHOGHI UOU WAXPANCMEd HA OCHOGI Kiacugixayii Acoyiayil
cepmucpixosanux excnepmis i3 waxpaticmea (ACFE), sxa npononye noodin waxpaicmea Ha mpu epynu: KOpPynyis,
waxpaicmeo y (PiHancosiil 36imHOCMI ma NPusiacHenHs akmueie. Memow cmammi € npoeedeHHs: NOPIGHAIbHO2O0
aHanizy eKoOHOMIUHUX 8MpPam Gi0 Waxpaicmea ma HA0aHHs NPONO3UYIL U000 iX 3MEHUEHHS 3a PAXYHOK UKOPUCAHHS
mexnonozii 6noxuetin. Memooonozis 00cniodicenns bazyemvcs Ha eukopucmanui oanux Report to the Nation ma
pe3yrpmamis tHuux onumyeans, npedcmasienux Ha eeo-caiumi ACFE, 0ns nopieHsaivho2o ananizy 6udié eKOHOMIYHO20
waxpaticmea 3a obcsa2amu, nepiooamu, mepumopialbHo npuxanedxcHicmo ma npomudicio. Ha ocnosi Report to the
Nation, niocomosnenoco ACFE, 6yno eécmarnosneno, wo Haubinbui womicauHi 30umKu KOMNAHIL 3a80awms 6i0
waxpaticmea 3 QiHAHCOB0I0 36iMHicMI0, AKe mpusae 8 cepednvomy 18 micayis. Ilpoananizoeano wacmomy 6unaoxie
PI3HUX 810i8 WaAXPAUCMEd 3a1eXHCHO 8I0 2any3i MA 6CMAHOBIEHO, W0 HANOWUPEHIUUMY KOMAAHIAMU 8 KOJXCHIU 2Ay3i €
Kopynyiuni. Busnaueno 8 naubinbw pusuxosanux 6i00inis, 8 AKUX 8I00Y8AOMbCs Pi3Hi 6uou waxpaiicmea, ma 0yno
BUABIEHO, U0 KOPYRYIS MAKOIIC € HAUOLIbUL NOWUPEHOIO 8 KONCHOMY 8i0oMcm8i. J0ciodceno HaubibuL NOWUpeHi cxemu
npoghecitinoco waxpancmea 3a pecionamu, wo noKA3a10, Wo HAUNOWUPEHIWUMU cCXeMamu npo@ecitino2o waxpaucmasa
8 YCIix Kpainax € kopynyis, npuyomy Hausuwuil pieens y Iliedenniii A3ii. Bcmanogneno, wjo 018 UABLEHHS WUAXPAUCMEA
KOMRNAuii' 8 yCix pecioHax UKOPUCMOBYIOMbCA NIOKA3KY, GHYMPIWHIN ayoum ma YRPasiiHcoKuti 02nso. Jocnioxcenns
HAUnoOwuperiumux 3aco0ie KOHMpPOJIO NPOMU UWAXPAUCMed NOKA3aL0, Wo Hale@eKkmueHimuMy 3 HUX € 306HiuHIT ayoum
@inancosoi 36imnocmi ma Kooexc nogedinxu. Bcmanoeneno, wo 8 6invuiocmi Kpain pe2iony 6 axocmi 3acodié bopomuvou
3 waxpaiicmseom guxopucmosyioms Kodexc nogedinku ma 306uiwiniti ayoum ginancosoi sgimuocmi. Cnio 3a3Hayumu,
WO 8eUKA KITLKICMb KOMNAHIN 8UKOPUCIMOBYE NPOAKMUBHUL MOHIMOPUHS/AHANI3 OAHUX, He8I0 EMHOI0 YACMUHOIO K020
€ mexHono2isi O10KuelH. 3anponoHO8aHO OCHOBHI emanu CMEOPeHHs Md GUKOPUCMAHHA MEXHON02Il ONoKYelH O
¢inancosux omnepayii Komnawii, wo 00360aUMb OilbUL ePEeKMUBHO 30IUCHI8AMU KOHMPObL 3d 60pomsOo0 3
waxparicmeom.

Knrwuosi cnosa: waxpaiicmeo, Kopynyis, waxpancmeo 3 (QIHAHCOBOK 38IMHICMIO; NPUBIACHEHHS AKMUGIE;
MexHoN02is DJIOKYeliHY.

@opmynu: 0; puc.: 5; mabn.: 6, 6ior.: 27

Annotation. The article examines the nature and main types of fraud based on the classification of the Association of
Certified Fraud Experts (ACFE), which proposes the division of fraud into three groups: corruption, fraud in financial
reporting and misappropriation of assets. The purpose of the article is to conduct a comparative analysis of economic
losses from fraud and provide suggestions for reducing them through the use of blockchain technology. The research
methodology is based on the use of Report to the Nation data and the results of other surveys presented on the ACFE
website for a comparative analysis of types of economic fraud by volume, period, territorial affiliation and counteraction.
Based on a report for the nation prepared by ACFE, it was found that the company's largest monthly losses are caused
by fraud with financial statements, which lasts an average of 18 months. The frequency of cases of different types of fraud
depending on the industry was analyzed and it was found that the most common companies in each industry are corrupt.
The 8 most risky departments with different types of fraud were identified, and it was found that corruption is also the
most common in each department. The most common schemes of professional fraud by region were studied, which showed
that the most common schemes of professional fraud in all countries are corruption, with the highest level in South Asia.
It has been established that tip, internal audit and management review are used to detect company fraud in all regions.
A study of the most common means of control against fraud showed that the most effective of them are the External Audit
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of Financial Statements and the Code of Conduct. It has been established that in most countries of the region the Code
of Conduct and the External Audit of Financial Statements are used as anti-fraud tools. It should be noted that a large
number of companies use proactive monitoring / analysis of data, of which blockchain technology is an integral part. The
main stages of creation and use of blockchain technologies for the financial operations of the company are offered, which
will allow more effective control over the fight against fraud.

Key words: fraud; corruption; fraud with financial statements; appropriation of assets; blockchain technology.

Formulas: 0; fig.: 5; tabl.: 6; bibl.: 27

Introduction. Economic fraud,
unfortunately, is an integral part of any
business, which, in order to achieve its goals,
must also fight its consequences and prevent its
occurrence. The management of each company
is aware of the need for such work and creates
the conditions for neutralizing possible
manifestations of economic fraud.

The COVID-19 pandemic has significantly
affected the activities of all companies and
their business processes. In turn, this could not
but affect the transformation of both the types
of economic fraud and the tools to neutralize
them.

Literature review. The research of many
scientists has studied the nature of fraud.
Recent reviews of the relevant literature
acknowledge that fraud is a social construction
(Cooper, Dacin, & Palmer, 2013 [1]; Taylor,
2007 [2]; Toms, 2017 [3]). A study of types of
fraud has shown that they differ depending on
the type and financial activity (Biegelman,
2013 [4]; Goldmann, 2010 [5]).

The main types of fraud in the field of
company management are corporate fraud
(Comer, 2003 [6]; O’Gara, 2004 [7]) and
management fraud (O’Gara, 2004 [7]). The
main types of financial fraud are: financial
fraud (Pontell/Frid, 2000 [8]; Young, 2006
[9]; Harrington, 2012 [10]; Gough, 2013 [11]),
securities fraud (Cronin/Evansburg/Garfinkle-
Huff, 2001 [12]; Wang, 2010 [13]; Straney,
2011 [14]; Yu, 2013 [15]), accounting fraud
(Henselmann/Hofmann, 2010 [16];
Kat/Lakeman, 2010 [17]), financial statement
fraud (Zack, 2013 [18]), financial institution
fraud (Pontell/Calavita/Tillman, 1994 [19];
Shepherd/Wagner/Williams, 2001  [20]),
fiduciary fraud (Rosoff/Pontell/Tillman, 2014
[21]), bank fraud (Subramanian, 2014 [22]),
investment fraud (Naylor, 2007 [23]),
brokerage fraud (Stoneman/Schulz, 2002
[24]), and insurance fraud (Viaene/Dedene,
2004 [25]).
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The most complete classification of types of
fraud is presented in the materials of the
Association of Certified Fraud Examiners
(Table 1). Association of Certified Fraud
Examiners (ACFE) is an anti-fraud
organisation situated in USA providing
training and education. ACFE has conducted
detailed studies of fraudulent occurrences of
financial statement frauds to recognize such
financial statement which are manipulated.
ACFE has also enlisted some of the most
frequently used tactics to perpetuate frauds in
financial statements.

The three main types of Occupational fraud
are:

1) Corruption is a scheme in which an
employee misuses their influence in a business
transaction in a way that violates their duty to
the employer in order to gain a direct or
indirect benefit (e.g., schemes involving
bribery or conflicts of interest).

2) Financial statement fraud is a scheme in
which an employee intentionally causes a
misstatement or omission of material
information in the organization’s financial
reports (e.g., employee files fraudulent
expense report claiming personal travel or
nonexistent meals).

3) Asset misappropriation is a scheme in
which an employee steals or misuses the
employing organization’s resources (e.g., theft
of company cash, false billing schemes, or
inflated expense reports).

Aims. The purpose of the article is to
conduct a comparative analysis of economic
losses from fraud and provide suggestions for
reducing them through the use of blockchain
technology.

Every two years, ACFE researchers publish
the results of a global survey in the so-called
«Report to the Nation». Based on expert
assessments, this report demonstrates not only
the types of fraud, but also the global losses
from them.
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The research methodology is based on the
use of Report to the Nation data and the results
of other surveys presented on the ACFE

website for a comparative analysis of types of
economic fraud by volumes, periods, territorial
affiliation and countermeasures.

Table 1
Occupational fraud and abuse classification system (the fraud tree)
Type Kind Scheme
Purchasing Schemes
Conflicts of Interest | Sales Schemes
. Invoice Kickbacks
Corruption —
Bribery Bid nggmg_ -
llegal Gratuities
Economic Extortion
Timing Differences
Net Worth/ Fictitious Revenues
Net Income | Concealed Liabilities and Expenses
Overstatements Improper Asset Valuations
Financial Statement Improper Disclosures
Fraud Timing Differences
Net Worth/ Understated Revenues
Net Income | Overstated Liabilities and Expenses
Understatements Improper Asset Valuations
Improper Disclosures
Theft of Cash on Hand
Sales Unrecorded
Understated
Skimming _ Write_-Off Schemes,
Theft of Cash Receivables | Lapping Schemes
Receipts Unconcealed
Cash Refunds and Other
Cash Larceny
Asset
Misappropriation Billing Schemes
Payroll Schemes
Fraudulent Expense Reimbursement Schemes
Disbursements | Check and Payment Tampering
Register Disbursements
Misuse Asset Requisitions and Transfers
Inventory and All False Sales and Shipping
Other Assets Larceny Purchasing and Receiving
Unconcealed Larceny

Source: systematized by the author on the basis of Report to the Nation [26]

Results. Based on the results of Report to
the Nation, fraudsters do not necessarily limit
themselves to one method of stealing.
According to Report to the Nation, 40%
involved more than one of the three primary
categories of occupational fraud. As noted,
32% of fraudsters committed both asset
misappropriation and corruption schemes as
part of their crime, 2% misappropriated assets
and committed financial statement fraud, 1%
engaged in both corruption and financial

86

statement fraud, and 5% included all three
categories in their schemes.

Analysis of the average monthly losses of
companies from various types of economic
fraud, presented in Fig. 1, shows that the
biggest losses the company has from the
Financial statement fraud.

The average period of fraud, according to
Fig. 2, is 18 months, indicating that all cases of
fraud were not spontaneous. Each case of fraud
was preceded by training, which could last
from 6 to 12 months.
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Figure 1. The average monthly loss of companies from various types of economic fraud, $
Source: systematized by the author on the basis of Report to the Nation [26]
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Figure 2. The average period from various types of economic fraud, months
Source: systematized by the author on the basis of Report to the Nation [26]

Analyzing various industries and cases of

Technology, Food

fraud, we found that the most common is
corruption, which occurs in
(Insurance, Retail,

more than 40%

Banking and financial
services, Education), more than 50% (Health
care,

service and
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hospitality, Construction, Information,
Transportation and warehousing,
Manufacturing) and more than 60% (Energy).
We believe that corruption in each of the
industries has its own specifics and different
types (Table 2).
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Table 2
The most common occupational fraud schemes in various industries
wn ©
- =1 ®
= | S l52| s | & |8 || _|¢8|¢®
2| €| |25 5| 2|5 | 8| %8| 2| ¢
Industry Cases| = = s |28 S £ s e S, 2 =
@ | g | 5 |SE| 5| & | 22| & 2|z
O D c o %}
< S c =
O S s &
L [ e
Banking and
financial services | 351 | 10% | 11% | 14% | 14% | 46% | 8% | 11% | 11% | 4% | 2% | 10%
ng’lfcr”argrﬂ:tn?sfaﬂon 198 | 21% | 8% | 7% | 9% | 57% | 12% | 8% | 16% | 16% | 3% | 8%
Manufacturing 194 | 26% | 5% | 9% | 7% | 59% | 10% | 12% | 23% | 10% | 4% | 8%
Health care 130 | 20% | 6% | 8% | 8% | 50% | 11% | 9% | 18% | 12% | 2% | 9%
Energy 97 | 24% | 9% | 6% | 8% | 64% | 16% | 8% | 13% | 6% | 3% | 2%
Retail 91 | 19% | 10% | 9% | 9% | 43% | 7% | 4% | 24% | 5% | 7% | 14%
Insurance 88 | 15% | 9% | 8% | 10% | 40% | 9% | 5% | 8% | 10% | 2% | 11%
Technology 84 | 21% | 6% | 10% | 6% | 54% | 14% | 8% | 30% | 5% | 1% | 1%
Lﬁgﬂ%ﬁ?ﬁ;g’” and | g5 | 20% | 9% | 15% | 4% | 59% | 11% | 7% | 22% | 9% | 4% | 11%
Construction 78 | 24% | 8% | 10% | 14% | 56% | 17% | 18% | 24% | 24% | 3% | 9%
Education 69 | 26% | 9% | 12% | 12% | 49% | 12% | 12% | 19% | 14% | 4% | 12%
Information 60 | 15% | 5% | 5% | 8% | 58% | 12% | 12% | 33% | 7% | 2% | 7%
Egggitzelgt‘;ce and 52 | 19% | 10% | 21% | 17% | 54% | 13% | 13% | 29% | 19% | 10% | 17%

Source: systematized by the author on the basis of Report to the Nation [26]

The eight departments listed in Table 3
account for 76% of all professional fraud in the
report presented in the Report to the Nation. In
this table, we have identified the frequency of
different types of professional fraud that have

occurred in each department. The information
obtained can help companies assess the risks of
fraud and implement effective anti-fraud tools
in these high-risk areas.

Table 3
The most common occupational fraud schemes in high-risk departments
[%] o
S 2 E é
> o IS D 1=
Department Cases | = | = § |=28| S £ g = > 2 E
@ 5| 5 |SE| 5 2 > 2| & | 2|z
o] 2 x 8 O @ T 5] n
O O ] 2 'S 5
3 g S k%
O s s 2
i (e e
Operations 273 |16%| 7% 8% 11% | 48% | 9% 6% 16% | 8% 1% 6%
Accounting 230 |24%| 15% | 13% | 29% | 33% | 10% | 10% | 7% | 16% | 3% | 19%
Executive/upper 206 |31%| 9% | 10% | 12% | 65% | 18% | 22% | 21% | 13% | 2% | 12%
management
Sales 203 |11%| 6% | 7% | 2% | 51% | 8% | 6% | 18% | 4% | 2% | 11%
Customer service 140 | 8% | 10% | 16% | 11% | 44% | 6% | 7% | 17% | 6% | 3% | 10%
Qj‘:)?(')rr‘t's”a“"e 131 |23%| 8% | 15% | 15% | 37% | 16% | 5% | 12% | 12% | 5% | 10%
Purchasing 131 [27%| 1% | 4% | 2% | 82% | 5% | 2% | 14% | 3% | 0% | 2%
Finance 95 [26%| 7% | 11% | 12% | 48% | 20% | 14% | 12% | 7% | 3% | 12%

Source: systematized by the author on the basis of Report to the Nation [26]
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It was found that corruption is also the most
common in each department. In the Operations
Department, the second most common types of
fraud are Billing (16%) and Noncash (16%); in
the Accounting department - Check and
payment tampering (29%); in the Executive /

(18%); in the Customer service department -
Noncash (17%); in the Administrative Support
Department - Billing (23%); in the Purchasing
Department - Billing (27%); in the Department
of Finance - Billing (26%).

The most common occupational fraud

upper management department - Billing schemes by region are presented in Table 4.
(31%); in the Sales Department - Noncash
Table 4
The most common occupational fraudschemes by region
Latin Eastern Europe | Middle .
America and P Eastand | Southern | .S united | \yestern
Schemes . Saharan | States and
gnd Western/_CentraI NOI:th Asia Africa Canada Europe
Caribbean Asia Africa

Corruption 57% 59% 59% 71% 62% 37% 44%
Billing 20% 13% 16% 18% 19% 24% 19%
Noncash 17% 15% 17% 15% 19% 18% 24%
Financial statement fraud 11% 17% 8% 15% 9% 8% 10%
Cash on hand 11% 9% 7% 12% 8% 11% 13%
Cash larceny 6% 5% 7% 11% 5% 10% 9%
Expense reimbursements 15% 2% 9% 10% 7% 17% 10%
Skimming 9% 7% 9% 10% 7% 13% 7%
Check and payment tampering 9% 5% 6% 5% 10% 15% 9%
Payroll 11% 4% 9% 4% 5% 16% 8%
Register disbursements 2% 3% 4% 2% 1% 4% 3%

Source: systematized by the author on the basis of Report to the Nation [26]

Table 4 shows that the most common
occupational fraud schemes in all countries are
corruption, with Southern Asia having the
highest levels. Among other types of
occupational fraud schemes, Billing can be
found most often in Latin America and
Caribbean region, Noncash - in Western
Europe region, Financial statement fraud - in
Eastern Europe and Western / Central / Asia
region, Cash on hand - Western Europe region,
Cash larceny - in Southern Asia region,
Expense reimbursements - in United States and
Canada region, Skimming - in United States
and Canada region, Check and payment
tampering - in United States and Canada
region, Payroll - in United States and Canada
region, Register disbursements - in United
States and Canada region and Middle East and
North Africa region.

It is very important to identify the tools that
should be used to identify occupational fraud.
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The main tools of occupational fraud are
initially detected by region are presented in
Table 4.

According to the study, tip, internal audit
and management review are used to identify
company fraud in all regions.

Every company understands that it is not
enough to detect fraud, but it is very necessary
to periodically use anti-fraud controls. The
most common anti-fraud controls are presented
in Figure 3.

The most common anti-fraud controls on
the results of the Nations Report are the
External audit of financial statements (82%)
and Code of conduct (82%). The least effective
anti-fraud controls are Job rotation / mandatory
vacation  (25%) and Rewards for
whistleblowers (15%).

The most common anti-fraud controls by
region are presented in Table 5.
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Table 5
The main tools of occupational fraud are initially detected by region
Latin Eastern Europe | Middle .
America and P East and | Southern | _ 34" United |y estern
Control . Saharan |States and
and Western/Central | North Asia Africa | Canada Europe
Caribbean Asia Africa

Tip 58% 41% 41% 51% 48% 32% 41%
Internal audit 11% 23% 24% 16% 10% 18% 16%
Management review 10% 9% 9% 7% 11% 16% 10%
Auto-mafced transaction/data 30 506 4% 1% 4% 50 9%
monitoring

By accident 5% 6% 1% 5% 5% 7% 6%
Document examination 5% 1% 4% 9% 6% 5% 6%
External audit 2% 4% 5% 3% 4% 4% 5%
Account reconciliation 3% 4% 7% 5% 6% 5% 2%
Surveillance/monitoring 1% 2% - 1% 2% 5% 2%
Confession - - 1% - 1% 1% 1%
Notification by law 1% 204 204 1% 204 204 1%
enforcement

Other - 1% n 1% 1% 1% 1%

Source: systematized by the author on the basis of Report to the Nation [26]

External audit of financial statements TR 32%
Code of conduct NI 8290
Internal audit department N (7%
Management certification of financial statements I 74%
External audit of internal controls over financial reporting I /1%
Hotline I /0%
Management review I 69%
Independent audit committee I 67%
Fraud training for employees I 61%
Anti-fraud policy I 6096
Fraud training for managers/executives NN 59%
Employee support programs I 56%
Dedicated fraud department, function, or team T 48%
Formal fraud risk assessments I 46%
Proactive data monitoring/analysis NI 45%
Surprise audits TN 42%
Job rotation/mandatory vacation IEEEEEEEEEN——— 5%
Rewards for whistleblowers I—————— 15%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Figure 3. The most common anti-fraud controls
Source: systematized by the author on the basis of Report to the Nation [26]

90



ISSN (Print) 2307-6968, ISSN (Online) 2663-2209
Bueni 3anucku Yuisepcutery «KPOK» Nel (65), 2022

Table 6
The most common anti-fraud controls by region
Latin |Eastern Europe| Middle .
America and East and | Southern Sub- United Western
Control . Saharan | States and
and  |Western/Centrall North Asia Africa Canada Europe
Caribbean Asia Africa
Code of conduct 84% 83% 82% 88% 89% 74% 84%
Internal audit department 81% 81% 86% 85% 87% 66% 74%
sEt);imZLtsaUdlt of financial| 70, 83% 89% 91% 87% 72% 90%
Management review 70% 71% 71% 72% 2% 63% 2%
Management certification of | 540, 68% 79% 84% 83% 65% 78%
financial statements
Independent audit committee 69% 69% 71% 76% 74% 56% 65%
Hotline 67% 75% 68% 72% 76% 63% 68%
External audit of internal
controls over financial 65% 66% 70% 85% 76% 63% 7%
reporting
Fraud training for) 504 60% 54% 66% 62% 55% 58%
managers/executives
Anti-fraud policy 52% 52% 60% 63% 69% 51% 56%
Fraud training for employees 52% 62% 58% 63% 67% 55% 59%
Employee support programs 50% 21% 32% 45% 58% 66% 51%
Dedicated fraud department,| o5, 55% 44% 53% 56% 41% 47%
function, or team
Formal fraud risk assessments 32% 37% 43% 45% 53% 42% 52%
Proactive . datal a9, 40% 43% 42% 47% 43% 48%
monitoring/analysis
Surprise audits 28% 46% 48% 48% 47% 35% 40%
f/‘;gaﬁon rotation/mandatory | - 514, 21% 24% 33% 30% 20% 25%
Rewards for whistleblowers 5% 12% 14% 24% 18% 14% 7%

Source: systematized by the author on the basis of Report to the Nation [26]

Table 5 shows that in most countries in the
region as anti-fraud controls use Code of
Conduct - Sub-Saharan Africa (89%), Latin
America and Caribbean (84%), Eastern Europe
and Western / Central Asia (83%) , United
States and Canada (74%), as well as External
audit of financial statements - Southern Asia
(91%), Western Europe (90%) and Middle
East and North Africa (89%).

It should be noted that a large number of
companies use proactive data
monitoring/analysis (from 30% to 48%), an
integral part of which is blockchain
technology.

We believe that the creation and use of
blockchain  technologies in  financial
transactions is a necessary condition to protect
companies from various types of fraud.

To solve this problem, we propose an
algorithm for creating and using blockchain
technologies at the enterprise (Figure 4).
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To substantiate the need for the introduction
of blockchain technologies at the company
level, in the context of ensuring internal
control over financial transactions between
different countries, a SWOT analysis was
conducted (Fig. 5).

In Figure 5 shows the results of a SWOT
analysis of the implementation of blockchain
technologies at the company level for financial
transactions of companies between different
countries. The most significant main
advantages are: the ability to track changes in
financial documents; minimization of delays in
the preparation of financial documents;
reduction of administrative efforts on internal
control of financial transactions; improving the
business reputation of companies that use
blockchain technology; easier to detect fraud.
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Figure 4. The main stages of creation and use of blockchain technologies for financial transactions of
the company

Source: developed by the author

Strengths
the ability to track changes in financial documents;
minimization of delays in the preparation of financial
documents;
reduction of administrative efforts on internal control of
financial transactions;
improving the business reputation of enterprises that use
blockchain technologies;
easier fraud detection, etc.

Weaknesses
immature mechanism and little experience in the
application of blockchain technologies in Ukraine;
the need to transform the system of interaction between
subjects of financial transactions;
the need to develop regulatory support for the use of
blockchain technologies in Ukraine

Possibilities
compliance with general trends in the development of
financial relations;
improving the efficiency of fraud detection activities;
transparency of information and computer confirmation of
transactions performed

Threats
lack of a universal approach in determining the criteria for
cross-border exchange of financial information to be used
by different stakeholders;
blockchain technology must be adopted by all stakeholders
to ensure that it works properly

Figure 5. SWOT-analysis of the implementation of blockchain technologies for financial
transactions of companies between different countries

Source: developed by the author

At the same time, among the threats are: the
lack of a universal approach in determining the
criteria for cross-border exchange of financial
information to be used by different
stakeholders; blockchain technology must be

accepted by all stakeholders for it to work
properly.

So, although the blockchain is still under
development, it can dramatically change the
way we do business, especially in the financial
transactions of companies between different
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countries and can be used to ensure the
economic security of enterprises.

Conclusions. According to the results of the
study, the following conclusions can be drawn:

1. The article examines the nature and main
types of fraud, based on the classification of
the Association of Certified Fraud Examiners
(ACFE), which proposes the division of fraud
into three groups: Corruption, Financial
Statement Fraud and Asset Misappropriation.

2. Based on the Report to the Nation
prepared by the Association of Certified Fraud
Examiners (ACFE), the average monthly loss
of companies from various types of economic
fraud and the period from various types of
economic fraud were analyzed. It is established
that the largest monthly losses of the company
are from the Financial statement fraud, which
lasts an average of 18 months.

3. The frequency of cases of different types
of fraud depending on the industry is analyzed.
It is established that the most common
companies in every industry are corruption.

4. The 8 most risky departments in which
various types of fraud occur have been
identified. It was found that corruption is also
the most common in each department. Thus, in
the Operations Department, the second most
common types of fraud are Billing (16%) and
Noncash (16%); in the Accounting department
- Check and payment tampering (29%); in the
Executive / upper management department -
Billing (31%); in the Sales Department -
Noncash (18%); in the Customer service
department - Noncash (17%); in the
Administrative Support Department - Billing
(23%); in the Purchasing - Billing department
(27%); in the Department of Finance - - Billing
(26%).

5. The most common occupational fraud
schemes by region were studied. It has been
established that the most common
occupational fraud schemes in all countries are
corruption, with Southern Asia having the
highest levels.

6. The main tools of occupational fraud are
initially detected by region. It is established
that the type, internal audit and management
review are used to identify company fraud in
all regions.
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7. The study of the most common anti-fraud
controls showed that the most effective of
these are the External audit of financial
statements (82%) and Code of conduct (82%).
The least effective anti-fraud controls are Job
rotation / mandatory vacation (25%) and
Rewards for whistleblowers (15%).

8. It is established that in most countries in
the region as anti-fraud controls use Code of
Conduct - Sub-Saharan Africa (89%), Latin
America and Caribbean (84%), Eastern Europe
and Western / Central Asia (83%), United
States and Canada (74%), as well as External
audit of financial statements - Southern Asia
(91%), Western Europe (90%) and Middle
East and North Africa (89%). It should be
noted that a large number of companies use
proactive data monitoring / analysis (from 30%
to 48%), an integral part of which is blockchain
technology.

9. The main stages of creation and use of
blockchain  technologies  for  financial
transactions of the company are offered, which
will allow to carry out anti-fraud controls more
effectively.
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